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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a defensive 
method with which defense is made possible by 



detecting more kinds of attacks and the communication 
band of a network is prevented from being wasted by 
traffic caused by the attack. 

SOLUTION: In order to defense a computer 7000a of a 
person to be attacked, shields 7001b and 7001c 
distributed with a variable level number are located. 
Each of the shields analyzes a packet associated with 
the computer 7000a of the person to be attacked, 
narrows down the band of suspicious traffic by an 
examination and detects the attack. When the attack is 
detected, each shield transfers the program of a probe 
toward the upstream of the attack. When the packet of 
the attack is found out, a probe 7001 e discards the 
packet and transfers the program of the probe toward 
the further upstream side. 




http://wwwl9.ipdl.inpit.go.jp/PAl/result/detail/main/wAAAvlaWsJDA41528357IPl„ 2009/07/23 



(Partial Translation) JP 2003-283571 A 

[0044] A third specific example is to examine utilizing 
a distribution of source addresses of communication packets. 
5 If observing in a normal state for a certain prolonged time, 
the distribution of source addresses of communication 
packets should be almost constant. However, in case of 
DDoS attacking, a source address is spoofed using an 
address that has been randomly selected. Thus, when the 

10 variance level of source addresses is abnormally high, in 
other words, if randomness is high, an attack can be 
detected. FIG. 5(a) and (b) are graphs illustrating 
distribution states of source IP addresses, respectively. 
FIG. 5(a) illustrates a distribution example in a normal 

15 state and FIG . 5(b) illustrates a distribution example when 
receiving DDoS attacking. Each horizontal axis denotes IP 
address and each vertical axis denotes the number of 
appearances (or appearance frequency is also acceptable) of 
communication packets. As illustrated in FIG. 5(a), there 

20 is a concentrating tendency on specific addresses such that 
only a small number of specific source addresses have a 
large number of appearances while the number of appearances 
of communication packets for other source addresses is 
small or zero. By contrast, as illustrated in FIG. 5(b), 

25 in case of the DDoS attacking, addresses are randomly 

selected for spoofing, so that all the source addresses 
have uniformly the large number of the appearances. Namely, 
the variance level of the distribution of the number of 
appearances in a space of the IP addresses is large. 
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7 0 0 oSSIB-eaiflx-^o**) fc tifcfTSRSictt, 

aSfiTcOi— tf03>tT a-* 7 0 0 0#2&®Lfc/^ 
>y F£fflfl*'y F7-7±©&/-Ffc&fiT§affg 

B7 oo immnmt 3cktcj;D, t<o/^ybt 

tfonytla-^ 7 o o 0icJIi}§J;9Sc?- 

3o 

[0025] a*:, a^asomto^T^fs,, 

*HJSB9i£<fcSiHIgS7 0 0 l©rtgp©li 

g7 0 0 1 f±, *7h7-^ (agiO £SSLTf{£© 

h«iSTSPJ*^^^ FJffflgl$7 5 3 1 k, 

V F$»7 5 2 1 CioTffiffi^hftiifi^-y F* 

fe^f5ft«>osaa*fT3iessa8Sis7 5 2 1 k, «5t 
*ffl^5iiktioT^7XSoiiM*«**Jffli-r5^ 

^X^-X©#^y"iJMilgi3 7 5 3 2 k, l©?7X^ 
-X©f^^ff?iJSaaS[i7 5 3 2ft^ffi^snft/^'y F 

*ffioafifia* 5 v ^ti 3 > ^ a - ^ k eas-r 5 i6 k: 

*<y F7-- f fcS&tbTS'^v Fi^(±lg|37 5 3 3 t*« 

[0 0 2 6] aflSS7 0 0 Hi, 77tV7 

F7-»£ff«*7 5 10k, T'a^^II 
g|57 5 4 Ok£MAtV5o 7^r-r7*7F9-^l 
ffS^7 5 1 Oti, |Sa8i*0/^v FK^LTf^fflf 

(4, 7n^Z»n-F*E1|-*-53-KEIl»7 5 1 2 
fcC03-Fia«»7 5 1 2fr6gS*mLft^D^7A 
3-H**ff4-*3-H^fr«7 5 1 1 k*^LT^ 
§ c TW^AegflyifflS? 5 4 0«, ^7F7-^^ 
j>LT, 7^T^7*>y Y7~$minmi 5 1 0T?£ 

t fc D , Jfi tc fficoafflgS± "P^fT S ^ 5 ft & O 7n ^ 
7 A 3 - F* flfiOiHISIl K » L T U ft t) 1 5 fe O 

[ooz7] 777^7*7 5 1 0 

rt©3-FEB«7 5 1 2lcti, DDo sa**R6ffl-r 
SM<DDD o S MI^D ^"v A^fefit 5 - k# 

-tr^^-^^a-^k^-^F^^a-^k-/ 

mmmt 3\m%>m\f^>r v f mmmz c 

ktCiD, DDo sa*OS^F57>f -y^A'SCoT 
D D o S ftSoafi/^ f F ^iKg L ft 5 , afg^ ^ 7 

F(DtMKf5i:Ttt}7]©^^x^su^^afi/^7 



13 

i)Koafll£jSE» 7W5A|£2SJ!yi$7 5 4 O&iT* 
DDo S&*7W7A3-Kg#*S^tt*©-S# 

*iB£r5«fiE>&#tSo aasat^a-An, dd 

StUHgLfc*^;:, DDoSa*R5»7n^iSa- 

ea-^tsstRffi-raiHisa^tei/^Tti, dd 

4 < 1 1 -b W- 3.-Mi It fcHSSte-es «fc a fc L 
[0 0 2 8] c©S{|gg7 o 0 1 tmw^-y 

3 1 tc&ormmtu Gmm®7 5 3 1 mzn 
5„ nmzmi 5 3 1 a, as^y F©?aft7 Kb 

^©^■6ffjijfliaaB7 5 3 2ici-r*\ hzwi^mm 
aw-; y*7>7tj7*v vv-twemmi 5 1 0 

£©MfflMri\ iffi^iMfS^V/.y FS^X^-X© 

fssffw*aaai7 5 3 2^mt\ njEoiat^n^ 

DDoS &*©fif|/^ 7 F T'feS fclgilSnftJi^* 
5„ ^7X^-X©ft5ff^M9.!$7 5 3 2(cM2nft 

FStfjg|S7 5 3 3ti, MS'tyy F£*-y F7-^±© 
3r£©S£ft£lR]tfT£tfi-f£>o 

[0029] ±2>Lftaf§gK^±tftaiIWfcSi 
fFT SCfcfci^'y F7-7£ft£aLTDDoS£ 

9itJ;5B6ffllOL<**^-rita««BSHTS5o 03 40 
te^T, t?H§7 0 0 0 a(i«S*#03yt!a-^T 
mm&0^y\L^-% 7 0 0 1 a fcSSnT^Itt 

ea-^&ifT&D, CtOayif 7 0 0 0 a^D 

7 0 0 1 a~7 0 0 1 eti, *ft€ft*>y F 7-^£« 

3&©T*££ 0 

[0 0 3 0] CftfiOlfgl (7 0 0 1 a-700 1 50 
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e) ©55, afg^B7 0 0 1 a a. $l£»S©3>^ 
S?l*#©3yt!a-^7 000 afi!|frP»JlT*7 by 

-i"\©»jai:asfcOTfftD, c©±3ftffiswt© 
mmmz rmn (edge) aflgsj tifscfcfc-r 

£k oaD^©M©L<^*^»1-5^fcLT 

©$3j*£ifc* 0 a ft, anas 7 o o i b^itf 7 o 

0 l c (->-;!/ FiMSB) (J, HiM^Tt^©^ 
iC»0*fafih77^^^^«fi1-5tttt, DDo 

©^JfcUft*,, Sft, a€S!7 0 0 l e 

ft ^ ft »6 © - 7" t l t ©fsfj£iii ft -r c 

[00 3 1] &fflfi£ffl©, MWm^Tz, zz—tl K, 

WTttaetSo w^7t^ft-5M©t>toa>'- 

/UKU^;l/©fS^T'S6S 0 uuT% v'-^F"^^ 
{±, B6Wfi^7C*^l.T, *■> F7-^©^iK©afS 

sios^oaa ass) m^TrsLx^m 

16, B&Wmft7tCMBfcB«7 OOlafrSaTlglO 

as«i»7 o o i b^TS-mmm\m.m ooic 

YvmVtfkttto 1 3 T«5/-;l/ K 
r 2 J KBte3tlT^«ey^LTl^A\ flfl©U^ 

-T5i:ttBriiT*5. WAfcf, ffii»S©n>lf^- 
^ 7 0 0 0 a ^©#¥©S£^tf**^ £tc(£->-;l/ 
F < 4^ <fc o lcthmc%W.t %>z. ti^T^ 

5o $ft, HfBJ^Tca, ram^Tn^^e^^nfS© 
mmm±rmmt 5 £x © f-^K * ^ a - ;v t s-r 
s»£ff5o aft, tesm^Tctt, ^tjstmiiii 

-So 

[003 2] fsai1-5i3(c, v-;l/Ft->a-;Ui^ 

afigB(7ooib, 7 0 0 1 c ) ±t% Mpftmm 

TSCfctf-CtS. LfrL^tfS, flb©a*©^fe:t±, 
F7-^^*©^©x-^^^-rSil tEio 

[0 0 3 3] *Hffl}gflgtc«J;5BSffl**>yh7-^Ka 

(aMF77^-y^) OXt7^37hf-MM 
L, C©Xt'y7°~>3 'y Fx-^t^ttWiSa^ffl-r^ 
tfcioT, JEfflmk&VZ*y F7-^©#^!7 ; - 

^^f-ri-o c©ifMr-^a, R&fflw*©3>-t: ^ 
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[0 0 3 4] ^WgP§T'ffi^r-^*W^n^t, #© 
(5>^ittiW^) fc^ftfc©Tft!), C©±5& 

HS^tHjn&tv^cta, 5>^Ats8?snft 10 

7 K bXtc J; oTiMfi7c7 K UX*ftS L ft; ^ y b * 

7-f /V^U y^©;l/-;b££T©^-/U RdtfLT5£?r 

[0 0 3 5] &tc, f-;l/K (03fci3ttSiHI8fi7 
0 0 1 bfcitf 7 0 0 1 c tfSft-t&fJ) ©Rftfl%M 
artSKOl^TlMRBfSo i'-AFtt, DDoSSft 

CS^nT^S u &afrM±Kfe^T, ^-/UKt 20 

£©51ft7KbX (I P7KUX) *W*S/<4r?l-fc 
h 'J iff- 1 L T 7 7 r 4 7* >y h <7-*£fr WJLhOU 

[00 3 6] 04(i> i/-yl/F-ei/^-;HC=k5iifl^ 30 
H^tSAStc, ^^-^©iMfti^^ 

X©f^79US&ffl£P7 5 3 2ti, ttiT^ (*-y h7-^ 

©asm) oftjfefifA^n^n ngj , r^j , neu © 

^fT?JJ!yiSI57 5 3 2tt, 77f^^7 fV-Xfl 
fT£87 5 1 0±T-«ilt5->-^F^v ; a-^(Cj:^ 40 
T S tl ft 2 5 X t {5 U ft ft % lc MiW^ y b H 

[oo3 7] mmw±.TBmt%i'-;iY*:is'j.- 

MM^T- -y h D D o S im<D®3k b v 7 A "J 5 
fe © T % & Z MH> & C t T* S S i t S -3 T l> 
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|f/^y H±, ifcWtaottv^fftfrW ( rffij ) ^ 
5 3 2idzg?n5 0 ast. DDos?S£*-efe5RrffittA^ 

[0 0 3 8] y-^F^->'a-M ±fa©£etC77 
D, #©2o©Jim^#P>ns 0 Sgl©a&£H\ SS«*f 

a©3yea-*tf&*£§i:iT^5&*, nt>usi 

S h 5 7 >ry £ K»#*© n > a - £ Uc < 
<*5-2n\ iEfr ; fe?.BlHltt©S^a{th77-Y-y 

Cfctf-ClT^T'feSo Otv, MbL^ilfflh77^ 
■y7©wiHt^«)x., jESa]iMh77^>yf©^«*ii 

[0 0 3 9] «MltCfe^TDDo Sl3tH©»Mr 
•y h T?a&« ^SA^rfBWtfiJSr L Til LT v^ftcDtc 
Jt^5 1, ±EO 2 O<0a*UIW«IO/r j£**ttt:a# 

■^7-1- -y ^ <t "9 fe£^flf«*fi*SiiS h 57-^ 7 7tf 
SnTV^tttC, ^©lfflh77Y^^^DDo S* 

a« ©a/^ft s ft * h - ^ *tr** t i ^ t ©xs s © 

^ Q Sft, fttxDDo S^ST'feS^ttfWIg^tlft 
USiRTTfcoTfc, DDoS^WCtSgtzk'^-yht 
H4Mfg^7-'y h t^vMS«T->7Wi. =1 tf±B 

StK< <SSfc^'5^-y*g'Ntr5ftJ6(i:(±, 

©T-£3J^t, I^©affi/^7 hT-*5Rlfiltt (61 

[0 0 4 0] ^-^F^^jL-^rtroME^^xWl 

tea, utic&<%£oic, mtmsmtmsifm. 
gt©2o©^^7©^a^ff9 0 js^p^sa, ti; 
HKS^-ricffbnstftfiTao o , ^n^n©^ < © 

»ttft/^*-*lcS-5^T£*©5J«/V!r-y FtdWL 

tt, a{g/^y y h ©HI67C7 H PX^'?ii^7 K UX, *\ 
v? WfrWtctil P^7^iH) tc#Sti^aff7n 
hn;V±©^77t-?, afi^^r-yhfi, saft#-h# 
I CMP W^-*7foyFD-;l/-^7t 

[0 0 4 1] fi»J/L(f, Wf«3yiia-^^i7 



(10) 
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a-^tfft©3>^ a-*EWLT Tp i n gj 5** 
n>i^-?(cfrtffc^7o©i CMP;^7f (x 
—If • T-ZVyh • 7n bn/b) *, WUJfcSTCC 

ig&ffios^ofly t LTtt, amsr k ux f 

/^^KJ, *07FUX**TT5n:/fcf:i-*jEfi«I 10 

[0042] mmM&mt, ttJits^v^T^ns 

T*fc D , - ;!/ K fc i -3 TISSS nfc n 7*7 7 J )V 

iumm) fcE^TfTfcfiattS'ttfcSo cony 7 

[0 0 4 3] llT*, IflW&itOft^C^TaW 20 
Wfc SEA L T * fti|£tc 4 if (c tt, i/-Af F tt*©aSffl 

A, Mx.lf7x7-t7Vh<DvXxiO ©KSS5*«, * 

5. ftft, ±ffi**TISffi*?»a£LTfct, 40 

[0 0 4 4] 3!3©Jl<*0flt±, b©£ft^7 
FUXO^WOTLT&S^t? JE«4 

affl^y '7 f-©g{f 7t7 F UXOtfflitttiliHS LTi^ 
a(i?T-S5 0 t c 3#D D o S aSflifrfctiSHfc 

a, 5 y^taanfeT f i^ffi^-ca^?^ f u 

*©ftS*<fTbft3 fcfc, iSl7t7 F bX©t£P,o£g 
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*?*ttmi-SCi:3b^t5c 0 5 (a) *U 
tf (b) (4, ^n^nSftSI P7FUX©5MJ«SE£ 
*-r^v7-p*a 0 0 5 (a) ttlESflSOShfaGlJfc^L, 
TtJtK |5j (b) {iDDoS&S£§t7-"fV5£t<D# 
#fl*^tT*5, *ft**l*M*ttI P7FbX, ffitt 
ttiifi/^-yFoaiSllS (*5^t±ms«STtfi 
^) £SLT^i> 0 0 5 (a) t^lT^t, E^Bttc 

a, i$^o'>aoa9a7t7FPxoafi^^-yF©*© 

HJS[Hl|!t^<, M©£«7E7FbX©iW8^7 F© 
WS@iai±'>«:*^ ft D -t? oT'S -3 ft 0 * 5 ft if, 8 5£ 
©7FUXt;:ajJSII]£^**^t3tt[^£&o ^fticM 
LT05 (b) [C/Tl-<t^t, DDoSa**frtoftT 

^sktttt, ftg©ftfto7F^*<v^^i4(caiji 

SftSfcfcfc, <r^T©£ffi7t7Fl>Xk:-^THftc 

oso, msiuao^* , i p7Fb 
x©^^ictfp,o^rv^a^v^^t\ 

[0 0 4 5] co*3ft7>^tt***ft:Ka^Sffi 
*Utffit5o £ffi-r&?^T<DI P7FUX©iS*kk 
t5„ iSl (l^iSk) Ol P7Fl'X©HJS*(£ 

M*tlt3^*n5 i #g©fii»S-e ( i ) *5»HT 

P7FVXtfU«HLfeH«o (i) *f#T*5< 0 *L 

T, -f-^TCDI P7FbX(c-9V^T, 

d (i) = ( (o (i) -e (i) ) '2) /e (i) 

(i) ©^ft^H-WTSo COl^RlA^ftSAftMtt* 
± ci o ftlg^lc , tm t C t // T* * 5„ 
[0 0 4 6] J-X±^Lft3»»©M^j®^ii:fe, ffi 
TTL (Time-To-Live ) (I4t*^ 

•31, ddo sasstffrbnT^aft^aA^ftfi-rs 

[0 0 4 7] H3tcSUft<t?K, ->-;PF^St©a 

tiSc Sl©»!)ia, DDoS***"RlRL J f>-r<& 
D, SS4amh77-ry^oJSin*ei:D{i:< <-T5 

[0 0 4 8] *(c, 7n-7 (I3tfi(t51ill7 
00 1 e^fttfSSJ) O^ftWftjBap'SSfCO^Titt 

T, ->-;!/ F*ffl^ftK»oa*>t, ^f,tc7a-7^ 

fifl**ftr i a tgIt?4aT^ft©tMLT, 7a- 
7(4, hl/-^ry^C±tf r^-gpgj O^OtSfJ 
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iHHSBfcttbTXn-XXn^An- F*3»t* 
7n-77n^An- FBMaSOJDStffrttfiS,, 
Sfe, MfEXn-XXa^An-F^SfibfcXn- 

SCtlUoT, a^7n-^ii#gfittlij«1-§afg 

7b*mi£m^ll^ttiuIE7n-77n^An 

[0 0 4 9] **fifiJgfi|OHifflOb<*A<DDoS** 
£fMSbT, J^fc* F 77^ 7 ^*^StKih 
*5C t*80ELft*AEtt, 7n-7tf&7kF-7 7* 

ffiioswti, £W<F7 7^y7£HJt£&PgO 

lT*t>§><.mUt&ck?&%o tit, SzoHWti, 

§c C©7n-7fc£/c, 7*fv7*vb9-^07 

7* a - 4 Tift* 1 6 ±*K (Rlfro TiifSSlfr 5 
fflmSE*SPgWE»«i LT ^ < x- v x y h © J; 9 4 

Sfc B S fc © 2 O(0€f;W D D 0 S SSfcJfcST? t S 30 
i v K, 7n-7 : &> ; a.-,fl/©7;L'd'll XA^iggf bT 

[0 0 5 0] S-f, ASODDo S*StCO^TilW1" 
5 0 @6(i, AS«DDoSft*5&^-riaie0T'i65o 

T> ^n^n<DXb-7^>tfa-^(±, »#*#©3 
C £0 1 * . StS^ftSET* ft ± 5 fcf 5 

7 F UXOSSA^fcnS C 1 t> Uf LtffcS. 
[0 0 5 1] BSODDoS«¥(C"3^TlKW1- 

MAlf TSmu rfJ^TFraggleJ £ffl^fcD 
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iC, *y F7-7*ffl^Tj§fIF77>i''y^©iMB*fi : 

-73>ei-^tWLT^*f79ilttci5, Xb 
-7n>ea-^{il CMPxa-g^yhWD 
P©7##-F (X3-) O/^'^h^KoW^'y 

Oia-SSO/^-v F©2MKE7KUXttflSS£*iT 

F©7n-F*+XF5fc©*y F-7-*K8>K:*ifcr 
^TOnytfi-jt GE^ft:t— *©=]>£ a-*) 
tt, &&S^©3y^;i-#E#bTX3-jSg©/^r 

7 C «fc r3 Ti#*I£ nfcSfek h77^^ 

[0 0 5 2] ^D-7fCi5fflIEAS!ODDoS 

iAH'soWisoiaaKoi^Tittwrs,, -flstc, sst> 

fcO©iiHI^-y h©8fiS7FU*tfftS£ftTV5 

frftg£nT^ftv\&**B#itscf:«-c*ftv\, *c 

T\ »fitlt £T©af§^y F©£fi7t7FU7 

[0 0 5 3] H8tt, ASSCDDoSSWdtfJSfSfc 
4&©7n-7©7/l/:f V X^SIES? Lfc»fl»7n 75 A 
3- FT**, fiTR H8*«KLfttf SMUTS. 5/ 
FtS^-A- C «fc o T^tiJ *n?ta» F 7 7 i"y * 
©&«7t7FU7«fc Ta t t S r cj KttttSftT 
<^S. *^M^tcfc^Tt±, 7^r^7^>yb7-^ 

m'imm'cmzh%%7<7-T'( 73- Ki±issome 

7 h % 7 ;Uc a?jffl-r 5 z. t t- t % i ^ t * - v 7 
«H±T?l±, 7a-7^7a-;Wi^7p-7 ; E^i 

[0 0 5 4] BSicSbfciatcl, ->-Jl/F©MfISl 
ictoT. KSSO^lRltciRl^oTBS-rSilSSBK 

aiewt7'o-7 ; e^a-;KDSi9A<essnT^< 0 

08tcS-r7o-7*7a-;V©3-Fa. Srfcft/- 

f (a«as) utcfij#brsi7^^te?n^ 0 
[0055] %irm8ic*tmm~Y<Diftnicis^ 

I, gjgt r e x p 1 o r e dj tffl T f a 1 s e 

1 lf7BST*©;b-7 (do-while) ftgfrZft 
%c ®Mm-h*(0 3figfcto^T, fflSTcaptu 

rePacketByDest 0 J oaflEKi^T, 
mCg%<Dny¥a.-#<D7\ : l'Z (I P7FUX) * 
^3fe7FUXfri»a^^-y F*«KU ^©afi^ 
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mmwvvvmmjtrw?. c P . s r C ) mmm 

STattSrcj ©HK^LV^&tf, of 'JlfcSEF 
77^7^ O^fflST F PXK^ L^ft S &\ 5 frgfr 

f±, 1 OffgOHfJ TreleasePacket 

( P ) j QimfcZormMmrt'rvVtfvv-T.z 

T, MS discard (p) j OfflffiKi»), g& 

M 3 - F <D 7 g fi^ 9 ft g ©teat fei/^tt, SIS 

[0 0 5 6] |ii|Sfip- Ko l l ftg<D££Kicfc^ 20 
T , lk m<D h 7 7 -f <y 7 Ho 6 4 ^ SBtfiB 
tt^fcJt^Kli, zfrBfrfei lftgf T*©;l/~7£JiE 

J^TgafciBMS-e*. of 0, -M7n-7i:LT 

[0 0 5 7] JCU:«WLft±5t, H8fc*Lfc7rt/:f 

H-tHU ^©ffiSfcfc^T^gft h-77^ -y **Hjt 

■y f**Wi3c: i:*R&if, ii^oafggil^Sftfy? 

fttia^atSS^iiJU-^t, Xn-X^OftBii 
ffi (I P7FbXftfc\ SEMIS) *B5»JI^7cK«S 



[0 0 5 8] ^Ic, 7n-7fcJ:Ssijf2BS©DD o S 
7) fr&ifliOftJ&lcffi^ns*-? !^7-7tc*fLT 

mznmis^v vimmzfttcmmTYuzz^ to 

LTV^S 0 kC5A\ itlSOftfetCffll^tlfc^-y F7 

- i^as p, nsffi7j< f ^ 7^ v z amm** v h <D^y 

S4XT^5„ Sz-A/Ptt, «jm»(C(±, J9fi©ft»tffl 
^5nfc*-y h7-^lcSt5n>e^-^©7FbX 
rattSrcj tC^bTLf H8T 
^Lft77UJyXA*ffi^Tl/>5iat)ic^T(i, 7o 
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JtCT. BSIODDoSaSfcWJStarcfeOT'a-^ 

[00 5 9]® 9 ti, Bl!©DDo S&WcfctJSf 5fc 
&©7p-7©7;bPUXA£EaLrijgW7n^7A 

9 JgftlXa 7*7^3- F ©ftfflfct, * © 3 g f: 
4ftg©Mat$>5 D |B|3-K0 3fTSTti, IS Tc 
aptu rePacke t Assoc i at edWi t 
h 0 J ot, Wm%®3V\£3.—Si<D7 

Fu^cmtm&^y hmmzo of t>, m 

i±\ 26fl7t7 F UXfe5V^±3feft7 FbX©^f ttfrtf 
n > i - O 7 K ra - T* S 5 IHI^ 

«fcS*"JBTOfc»0*ffSli. JfffiSnftiiffl/^'y b© 
aSfiTcTKl'^fflR Tat tSrcJ K5U^££ 
tt T'ft < , 7 K U X 3 y \L a - £ O 

7FUXT*oTflO?ISfe7Fl'Xtf£a r a t t S r 
cJ tffitt$nTV^7KUX07D-K* + Xh7F 

snrv^So itrattsrcj 

Tl/^l^7i©I P7FbX^ Tl 0 1. 10 2. 10 
3. 1 0 4 J T'feo/ikt, r 1 0 1 . 102. 10 
3. 2 5 5J l±*4)7"D-K*+Xh7KUX?*S e 
4ffg©i f A©*ftS*ii©«t3ftt)Ofr*i:i:ti: 
it), ffii3t3S#Onyea-^©7FbX^fs7t7F 
L/XT'*>-=.TMoig||(cfflV^nTV^*7 F7-^© 
7a- K^-v X F 7 K UX^jBJfe7 F bXT'6-S J: 3 4 

7) *^«gOfc«)0*>yF7-^KWLTa6tlTV^ 

%mvm^>rv h^^r-^i. (rn]3-F5ffBo 

@tc7P-7^7a-;l'%S'3iA€fCfc^T:-tS 
-K06frH~9fTgOJ!ia) i^(c^S 0 
[00 6 0] &6, gftTattSrcJ CttttSfti 
rj(*7C©I P7FU-Xfi^S!©7FbXT^oTt>a 
v\ Sft, ai^l^?>iifi»B'\7n-7^^lt)1-S 
Otf*oT> COftS^cI P7KUX©1Pfifei!&StiS 

[00 6 1] ft*, ±^L/tra©L<*«tgt§ft 

S^77x^7^7 b7-7^f^^lB^Tl^C 
ttfgj£2ft5fcttT"«ftV\ Off), ^-yh7-^^ 
73'7 L -r7'/-KO*A 1 6.ffilKSnsotfI±a<, 7^ 
rw-7/-Ft^7^T^7/-F (77f^*7h 

afi«a©/-F) tffmtELT^xt>&*,\ coji^ 

{ct±, DDo SiS[?K®7n^5An-Ft^ 7^x-^ 
7^7 L Y77-Ftcfc^T 
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[0 0 6 2] m 1 0~B 1 3£#J$Lft#6, * 

mmmmmmt ltw/^t^*^ F7-^©* 

[0 0 6 3] Hi Oti, lffigH7 0 0 1 <Ortffl<D«jK 

^t^n7^ii'fe^„ 01 oicavr«fc?K:, aflg 

B7 00 lfc!iSfilg7 0 2 4 a, 7024 b, 702 
4 c, 7 0 2 4 dtf@*S£ftTfc>5, aftSB7 0 0 1 

?v^-y F £»T3 C t^T^^i a £ft^T^5<, 10 

JlfflgH7 0 0 1 tea, ±IB'0 : &afs^7 0 2 4 
a~7 0 2 4 dfcftjSLfc-Y>*7i-Xg|i7 02 3 a 
-7 0 2 3 d t, ttyy FfclEBSt SS&SfcffSfcfeiO 
raaagfl7 0 2 1 t, /^<y F©3£i3©Pg©fci£7to 
tffMlttaf^ftx^W 0 2 2 t, 7^f^7 

— ty^jM^ (Active Network Execution Environmen 
t) 70 1 OtffWlbtir^Zo 77tV7* 

-y h^-^mmmi o 1 ou. rtsut, 7^f^n 

— F (7*n^7A) fcStfrt 5 ft ft O a - K36ff» 7 0 20 
1 It, Tfr-f73-H*K«tTl&<ft»03-F 
JH1MI57 0 1 2fc*llitT^*. ftS, Ca77T^ 

[0 0 6 4] ere, Kin £M8 Lft *> , e ©ifite 
an 7 o o i ©KiffMoutSi&SiwrSe P&taftf!© 
affl«Bfr5ae*i7 o 2 4 d*^tT^y vmm 

SfSblMfflgE7 0 2 1 tcMTo f«SgP7 0 2 1 30 

fitTt (source) 7 F l" X £ SSft (destination ) 7FU 

$E^5tr-7;l/fi^7 0 2 2tc§aS£ftT^5*3a£ft 
r-^*#H-r*J:i:K±rjT, ^CW>y FKif 5 

[0 0 6 5] F^Ottffltt^MK 2fflfpic^ijf, 

ft5 0 *0/*5ry McMLT777 1 -<73-K*!ffl-r 

raii^tT-fea 0 featst-f- ^l/^BBL/cfas, * 40 

TfS5*&K(i, 13**131$ 7 0 2 1 tt, fO/^-y F 
*7*T^7*«yh7-7£?r«i£7 0 10fc»*. 7 
*T>f 7*-y f7-£SfySl7 0 1 Otcfc^TB, 3 
-F£fri»7 0 1 l«C/^7f«W!), 

mffl7 0 1 2fr6R*ttiLTj|ffr*. ft*, 

ff 35 7 0 1 Hi, 7*r-f 7n-K*Hfr & 

gftf^tMaft^tft-^^-y Ffcrnflsaaoa 
SB7 0 2 I K:ffiLTffi©ffiMSfifcffLTfi2S*5Ci: 50 
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(c 7 7 r - -f 7 3 - F * m&tf * © % 2. ffi©fe&SB £ 

tsasTs^^feoTSss^cti, K^ffiasi57 02 1 
a, 3WoftKaiJttJ*jSLft^y^7x-^ap (702 

3 a-^7 0 2 3 b^7 0 2 3 eft if) fc«U ^O-fV 
*7x-XiWSfie (7 0 2 4 a^7 0 2 4 b^7 0 

2 4 eft if) £/rLT/^-y F£ffi©iifiSB^ts£t 

[0 0 6 6] 433, c:CT't4SmS7 0 2 4 d£/rLT 

fttff)a©ga*^^^-y f ^?ij*Lfcj®^^j t Lxm 
[oo67] afggfi 7001 ^iDfe^asfl 7 

0 2 ltf^tLT/^vUcJfrSJW (7^tV7 
[0068] #&toB1&i>W&i:tZ7i'-Ly—!7-v 

i3^T^££ftT^S I P7FbXtgoVT>eft£tl 
§ c llT. £T© (yo-/W I P7FbX©*fc^ 
£1 fcaMrffcOfc-rSo 2fc, 3Sffl7cI P7FIVXA* 
sT'fcO&ifcl P7F^X^dT-fea=t9ft/^7 F£ 

(s, d) tst>rt»©tra 0 s/t, mmm<D7>? 
7tT47^~Y&%ft%m%<D3~~-mcm%*><» 

tb, afe««JEOa— ifOSf^tS I P7FbX©*£ 

[0069] *7U-A7-»m ±E#S©3.-Hf 
Km?m*<D77T4 7-?-Y\i, ^tC^tSfci* 

7*^ F7-^^T^i««xftaf3g!S (7-F) (c 
ioTf|?ft/c^7 FicWLT7^*X-rS«PS^ 

^fO 0 fftt5^, 

A= { (s, d) G [(0X3) U (1x0)] I 
d) 

^Oa-^tsra7^T^73-FEi, 
Hrfrrs^TO I P7 Kl/XOV^-fniP^flSSftti 
SufttO 7 F UX k t § <t 5 ft^^r -y F (c?t L T 7 ^ -fe X 

[0 0 7 0] Siia.— lftJi-rSnlB07^r>r73- 

F^aa^git (/-F) icM^nr^att, i 

SB (lSlSn) OT^f^n-Fii, H^C 

(1) (C (i ) CA) tcl-TS^^-y F** + 7^+ 
-LTSaar-5^t^7^x^7^^F7-^^TS« 

T, 7^r-f 7* 'yF7-^*ffS«(i, c (1) Uc 

(2) U Uc (n) ft§ffi*^©^*Tfe 

(s, d) (ci^TiEBi^nstiDTfet), 
C©i7ft/^7h% b] W$c 
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[00 7 1] ii Hi Bi otc^LftKSftx-7;t/ 
IB1SrP7 0 2 2fciH«?tlTt^lBSSftr-^0-«j 

^7 (Type) tS^fc7FPX (Destination) tiSfi 
7g7FI>X (Source) t$z&9t (Send to ) <D&ISS£ 
^A/i?^So ^7©^gli, 7-7/UDX>|->J-cr) 10 
$-(7Zmt>tt>0?&i), \7>?TJ1 (Active) J 
ftS^tt Tii^ (Regular ) J d^fnfrOfil^fcS. 
^7 FbXfcitfiMft^ KUX©EB«, fc&ftis 
\>r -y h <DU% I P 7 H UXfc i tfiMflTU I P 7 K U 

xtwfnaj&rstoT***,, eayfcoEBttti* 

£2ft7 K UX ^SMtc7 F bXOffl^ V-y Lft 
/^McHLT, afflict 7 £ty 7s- FOitE'J 
If fBfc* W±!K2jfc©)HiSS0 I P 7 F bX^fct 

[0 0 7 3] ZJftomtfi trtTJ-fi T*4x>h 20 
'J -(4, WftO/^yhtaffl-r37*7 L 'C7n-K* 

fto«iicf±iE2iftoafi«i« i P7 Kuxtft^n 
[o o 7 4] 0 1 i fcavreasjfcx-r/uoeijfcij^ 

T, Hl©x>F';-Tfi, *^7tf T7^t-<7J T 
355, JSJteTKl/Xtf 2. 3. 4j tfJ&O, SSfi 30 
^7FUX# TAny (MTfcJ:^) J T*0, feilft 
*C r7fr-f^3-KAJ fc£^T^5„ Cfttt* 
7C7FUX*«l^ftS7KL'7.T*feoT i fe, 
Xtf Ti. 2. 3. 4 J KV^^rSJg^Ktt, asst 
F£Fy#-fcLT7?rY 7*>y F7-^H 

tTSEtfeftel-U 7^-f-f 73- FA tfggffSttSC 
fc*at>LTV^4. £ft, ^2©x>FU-T't±, 94 
7ff T7^r^7j T?fct), ?S5fc7FbXtf l"i 0. 5 
0. 0. 0J T'ib*), g{l7E7FbXtf n 1. 12. 
13. 1 4J TffcO, JteSJfctf r7*r-f7:3-FBj 40 

©^£^n^ft±§B©fIic^<y^LftJ££KJi. S3 
t§^yF£F';#-fcLT7^T>f7*>y F7-^ 

ntfffl^easn. 7^7^7=i-fb^^^ 

T7^r-^7J »Jfc7Fl/*tf TAny 

(MT'txfcv^) J T'$!), 8ft7E7KUXtf ri 5 7. 
2. 3. 0J T'&O, fi£5W r7^r-f7a-KCJ 
t4oT^8. Ctltt, Jlft7Fl'Xfl t Wj*ft«7KU 
XTi&oTfc, 3H§7C7Fl/Xtf ri 57. 2. 3. 50 
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tUT7^rf rx-vhv-zmmmttmm-zn. 7 

^xYrn-FC^f^ns^t^SLTv^o 
[0 0 7 53 ftfc, 01 lfcaVT-tSlc, ffflSftr-7 
^(CCVTtt, £-f7tf T7^^-<7J T?fe5x>hU 

-<oii3ft\ *^7tf Mj -cs&sxyMj-iDt, 
±KSftLT^5. *LT, £^7tf r7^r^7j T 

hu-<t»)t.«itwtcafflstis 0 ift, ^xyhu- 

14, IfigB^HSLft^y F©&«1LTlffl£ 
[0 0 7 6] UxittWLft5S^SH©«lli!c*Sf:to5o 

fi5 0 £ft, S££ft7-7;l/ffitt^ /^hOB© 
tl7 KUX£ftBJ<a5fe7 FbX£ftti^ft?>fW©7 F 

-fuVvLzzmzo tit. mmmm, mm& 
6mm t ftafi/<y „ f ^ y * 7 x -xwfr & » 

inftfgic, %W&m , r>y VoxmJlJ KUXSftfi 

m%m^fty—7Mcm.^m'W v h f uxo^ 
vm^w&9t7 Kbxtc 

lflj^TslHJ-rSj:9tc3^fE2ijt7KUX(c*fJ5Lft'f 
>^7x-XgptiS-rt ttlc, mfE|BajJfer-7*;HE 
^IS»^'y FQ7 FPXO^-^cftiGTSTn 

^ olives $ nr ^ ft ig^tc iiiE 7 * x y 7 

to 

[0 0 7 7] ^K, *^»^{c43^^7^ty73- 

O-tr^'jT-fWTM, ; &^07*'7Y7n-F 
^ 7*TY73-Kom*#KBIfc5^'ryF©Wc 
^UTffffl-r^Ct^fSU-rSftfetOfcfDTfeS^ 

[0 0 7 8] 012a, ±B<D^3.VT^^T)lt : t 

2iC*3^T, 0 5 1 i±n-7"At0n.-«^g 

B, 7 0 6 1 filgiEIj (Certification Authority ) S 
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SnSfcOT'fcoT&SVU &3W±1 SP (Intern 
et Service Provider.-! yji-Zy b«tl*N- t'Xfflffi 

g 1 2 c^-ren-eti, ^-+ra*SB7 o s i <o i 

P 7KU-7.fi ri. 2. 3. 4 J T'fcS, tiLTZ'lt, 
-tfAtf, 7?r-f 73-KA*Bf|gH7 0 0 1KB 

f>r73-FA*a-*fAtfA¥u ^n^atese? 10 

0 0 liCllSf ^t<DTtSl/\ 

[0 0 7 9] ST ( i ) TSti^t, a-ifAOa- 

fcVi«h^Sfc£to3tTSc ^LT (2) TST 
3.-+Fift^B7 0 5 itt, ±?£jfi£ftfc& 
Mfr&^aEM&B? 0 6 1 tc£&?& 0 Z<Dtt, SB 
JiSB7 0 6 1 a, a— <f4S*a*7 051OIP7K 

gt^0&0U a-tf A*gS9JrSfc&<Dlfffflfc, n- 
^*^|R7 0 5 lOI P7KUX Tl. 2. 3. 4j 20 
tfB«EH««7 0 6 1 [ClH1S2n3 0 
[0 08 0] »fc (3) T^rf^tC, 3.-^*£*SB 
7 0 5 Hi, ±T£jfc*ft;fc8ffi«4ffit*T7*T'i 7 
3-FAfc*f#&1-*ffiffl*fr5. ^LT (4) ?S 

n.-^*&B7 o 5 1 a, mmx-mz 

tlfc7f r-f 73- KA*fflS*H7 00 Itffli-rs 

[00 8 1] cn*««tTafl»B7 0 0 1l4, (5) 
T**TJ;?tc, 7*T-r73-FA©3g*frofc3-- 
•tf A©«?IEBM^IlE^gB7 0 6 1 fr<b$l.%t5c 30 

iioa^sEWStctt, 3--*?h%mmtz>'\mt. ^0 

1 P7FUX Tl. 2. 3. 4J fc. ±0 (2) fct>V> 
T gtS2 ft ft &BH«* 0 0 1 ft T ^ 5 , ^ L T 

(6) T*^-r±3C, H{a&R7 OOlli, ±rfacD«? 
tEBM^a^DtiJLfcn.— If A0&Ma*HI^T\ ±0 
(4) tcfc^TSMStirc7^r^7^-FA<Dtt?W 

ti, iHR8B7 0 0 lti, 72r-f7:>-KA*7*T 

ft, cntciSUT, £&ftx-7;l/fc&efcxvby- 40 
tfi§iq?ft5a 

[0 0 8 2] £3b\ C0 (1) fc£l>" (2) ©ftStffr 
btlT-aa— if A0^fcWt3tIfl£B7 0 6 1 leg 
SSftSt, a— !fJg*SiS7 0 5 1 tt^oiinmfc:** 

js-rssssBa*fflv^T7^7 L -r 7t->"i-w^<^ 
&afi«B7oo i tasi-rs<ii:t ) Rrfin?a&-5o 

[0 0 8 3] ilfifi87 0 0 1 tiSggp (US 
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K7n ^7 AOlf SOMiSeSftx-r^oSSttfr 

[0 0 8 4] ±?fftH£LfciIfi»N07^7^ 
7^- KOSSO^IP^aKttffi-rSfcfeKti, 
2^Hdfif:45 D mwmtLT, 3.-+Wk0ii 

gas (y-F) K7^7 L >f73-K*as-rmfa^ 

Mi*Hutct»^oTl^5 D fcSWi* HoaeSB (/ 
— K) 1 7 £ r w 73- KfcSSTftlf £ v^tffcfr 5 

mMffcLT, affSB (y-F) ti. @ft©I2!E^©^ 

a^amf £a\ fcsw±te©M£fr©¥8T*ffiirt?* 

So 

[0 0 8 5] atC, fgOfflOfcfcO»l{LO^tU 

Ht5„ &mmm (/-f) tfc^r, ni©7^ 

T-r73-FA^SSnT450s iSI (l^iSn) 
kj#g USjSn) ©7^fY7n-Ktf, ^ft^ 

ft*£c (i) (c (i) ca) tmsc (j) (c 

(j) ca) KMtiWv Htftt £*>©?&§ fc£ 
*«ftTv^fc*, (c (One (j) ) 
£-eB4V\fc5fc i *Atf j ©»#£# (fit i * J ) 

#a©7*r Y 73-FEfc jS@07^r^73-F 

c o <t a ft^jiii, a© 2 a d 0->t u *©^? tij^t 

[0 0 8 6] SB l 0^S0Ml0->7'J^ti, 
(s, d) KISIUT, 

(seO (k) Ad£0 (1) ) A (k^ 1) 

(s, d) Gc (i) He (j) 
i:^3l^(cll|-r§t0'(?fe?> IJ flu o (k) teitf 
o (i) a, *n^na— *fkfiitf it±oT3f^« 

MIP7Kl/X^-f^o dSD, SS^^rvF 
tMLTs Sfi7€03--^ffl07^T^73-Kk^ft 
©a— «ffflO7^r-i73-Ffc0S^ilM8BK» 
g^nifeO, ^0J;5^ai3^StcC0/^-7h 
(s, d) tfiiMUft*^-e*5 0 C0£5^1^c 
li, 5u?fe03.-^O7^x^73-K^«^WtciifflT 

[0 0 8 7] esit-f-7;ncas?nT^5 

M^-VtC, aSl7E7FUX0**«fflS?tlT^T^ 
7FU-X^MT-tJ;v^?nT^5^i ©xyh'j- 
k, ?S7 i E;7FU'X0^ ,; ffi^?nTV^TSfS7c7Fb7 



(16) 
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Ttiti, F#cft&gs l ©xy FU-fc£2 

OxvUJ-fcOfSStw^-tftkttH:, ^l©x 
yFy-.fct>feSe2©xyFU-**ifc?-&T\ 35$ 
2 ©xy F u-o^^-yK«f5-r5^o^7i*se» 

[0 0 8 8] CBi^^ Sf§7t;©3— ^©777^7 
3— K<fc D fcSSJfe©a— ff ©7 ff -c 73- K*«5fc3 
■Mcfctt, 7^f^7^7 F7-*©«S6*ffl^TD 

D o S (^MD o S, Distributed Denial of Servic 

e ) immmt&*f}~XL*mmz%£izmzn io 

o£9«&S^fcfc»m*=g©7£T-r73-F*tf, rfe 
US t &5 nj^tttf *5 1 (DOT * r ^ 7*3- K «t D t 
gft^ftSft&TSSo 

[0 0 8 9] S2 0?ffiO*rBOi/tU*a, J&S^ 
■yF (s, d) CMLTlfflShS'<t2OtU:<07i' 
r Y 73- F |B|-©3.— tf tc i ^ TSS^ ft tv«« 
£lcR|-r5fc©T**3o co±-5ft«^fctt, ^-T5 
7?r>i'73-F©55©fifc£<gSSftftt»©*\ 

«ofeoj:!)t«jtWfcau8**i*±5Kr5ct«ta 20 
su^f^ws. ^a-r^iittcit), 3—9-"*% 

^7^T-f73-F^atttSfci6t*Hiifi:Sv^7^ 
r-r 73- K*9JI»T*c fcsWSSESftSfr&T?**. 

[0 0 9 0] Cftf T'^a^<t'5*7^T-Y7 
*y F7-7©/- Ft LTtBflltSiiSKBO'f 
U?t>f— > 3 ><7)fflJico^TJItWt5o 01 314, L 

i n u x±©J a v a (gBfffiH) foW^^y (J V 

s*auft*&0WMa-?*s„ 30 
[ 0 0 9 1 ] @ 1 3 t^-r«iiT-{±, mm ipx?'^ 

fcffia (process ) ©-St LTtttBLT^S. Cftfc 
i-^T, 01 i£*Lfti3ftis2^T-7;i/«:£IS 
U £iris?Sl (7?x-f7*-y F7-£*tr£JS> *^ 
c:OiS355tT-7/Wcx> F U-OifiiH^BiJ^ff^S 
J:5lCl,TV5c 3=ft> Cft{C#l\ (kerne 
1) ft© I PX^y^tt^gfcfcSfta, #-*/UC*i 
tt5;l/-T>fy^;R£ttftLTV5 0 -5" LT, SJ»/1 
^■y FOntf-tfr-^y y^mb^mSSft, *© 
/^>y h&J'CrvV 1 i bpc a p£iILTJ a v a 40 

[0092] saao-a5fcLT«isL&^moi px* 

-y£«, 7*f-fWyh, o£yifiu£5fcx-7;F± 
T'O^O^SKV-y^-TS I P7FUX «Bte1 P7 
FbX, iJHwr.l P7FbX, &SWi*fte©*H#B- 
■BO fcfrTS'Vr-y Mi, ltf?S«±T1gll2ft37* 
f-f 73- KfcjSLTaShS. 7?T47rt'r 
v hWifiagffl^^j Ftt, #-*;W;:fclt£ I PX 

* -y ^ fcWiosa-eBis-rsa^s^^M^tfftfias 
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ifcft, COMMaSA^jSttiSftS-r^TO/^'y F 
tis 7 47 7 V 1 ibnet £HLTS|i}£ft3o C 5 

g*ftft£fl7i7F*UX[i, ^©SffTLTFbX©* 
£©#BT, *-y F7-^£ffl£ft3;:ti:&5o 
[0 0 9 3] Sfc, H'¥© J a v a (ggffiffi) ©A P 
I (77^-^3 y7u?7A^y#7x-;0 T'fe 
5 Pjava. security J fcKioT-fe+a'Jr 

^tr;v^-ry7 , ;^yx->'3>i-5;:t*^Tfe 

§ 0 ^©iPAPia, ^^aVr^fMIgtS 
fci&K^ft«fll©Bi:A,£ ; &Jf$L,Tl'>3o 3; ft, U 
fl»Oft*©»Si:LTH: rx. 5 0 9J SEHMJM£ 
ffll^CitfRjtgT'feD, 7^rY73-F©^#© 
IP7FUX«rx. 5 0 9J©iiSiJ^ (DN, distin 
guished name) ©-gPt^feS^ ilti 0, *HfiSESI 

[0 0 9 4] t5STtft<, ±HEY>7U^> 

7/U£#ii L ft 5 © 7 * r -r 7> <fr . y F £ ril » ^ 
fry FOCaoJ&a^ 7?r^7*-y F7-fr£frW 

*±?©7*T-r 73-F*©jettfc*0j(aa0£fT j f\ 
fflastift^-yy h©^-y F7-*^©antiftif©#jB 

a©ieti, 7n^i,©^T3ye.i-^^lti3 
5lSftfES«*|ciBttSftT43 0. £1 ©7n^^3 

!K#tti, iSMx^X^, mmT^i^, CD-RO 

M, DVD-ROM, ^mffflE^t'JS*^?. Sfc, C 

©avea-^7n^A*jiffl0«lc«fc^T3yt:a 

-^fCKflL, ^©E<f^S^fc3>tfa-^^^7 

py7^*^fTt5<t?k:LTtai/\ 
[0095] tti, 0E%#jStT£i©%ra©*ffi^!i 

Hf > ft5 ! t©T*a%<, CO^WOSB^iSEflfttav* 

H©^it^t#sft§. eys.tf, mmmmmvayy 

F7nF3;l/©ffiffl*BatltLTaiS7FUX 
*4/^ h© 1 P7FPX£LT»t*Lfctf, 
Vv^F»©7Kl/X*ffl^S^1&«©I P^, Soft 
< §ffi©7n h 3 ^ § Jifg^ v F 7- * t 

[0 0 9 6] 

[%Bfl©M UUJMHLftJ:5(i:, cc^icift 
if, ^-^F®fflgBtf, HtT5afiM^r>yF4»*f 
t5MH^l\ C©#ffi«k8©l8g£fSi;T3& 
iifi/^'y FtftJESeaWft^yifa-^t^-rSft* 
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btfltE< <fc*fc^3 

•v h^^^o^^mmw^oTv^ Htm 

[0 0 9 7] £ft, COfgBfliilj;^ WiiMSSsSP 
Sgt,ai''ffiBicfe5 5/-;l/KiilSai:©H©SS© 10 
Sat bT 2 W±^§LTl/^ft46, !3 K 

[0098] jfc, c<omnK£n\£, imtmth^ti 

[0 0 9 9] Sft, COSSWCifttf, ^D-7©ffla 

[oioo] ift, coig^tc intf, :/n-7©$aa 

tLX, JSft7FU7.*5V^i2SjlS7Fl/^©i>a< 30 
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//Arriving at a naw node u 

1. explored — false 

2. do 

3. p — cspturePacketByDest (victims IP) 
A. if D.src=attSrc then 

5. discard (p) 

6. if [explored 

7. for each veAdjacentfu) 

8. if f (^predecessor [u]! then 

9. diapatch a replicate of probe to v 

10. else releasePackettp) 

11. while (p*MD and (I IdleTimeOut) 

12. self-destruct 



//Arriving at a new node u 

1. explored — false 

2. do 

3. p «- capturePacketAssociatedtlith (victim's IP) 

4. if (p.src=attSrc) or 

C(p.src=victim'9 IP)and(p. dest=attSrc's broadcast)) 
then 

5. discard(p) 

6. if ! explored 

7. for each veAdjacent[u] 

8. if ! (vepredecesBorM) then 

9. dispatch a replicate of probe to v 

10. else releajePacket(p) 

11. while (p*ML) and <! IdleTimeOut) 

12. self-destruct 
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